How to use this template: Replace or delete all text in <yellow highlight brackets> with the correct information for your practice.draft for discussion
draft for discussion

draft for discussion
draft for discussion
CLIENT CONFIDENTIAL

4 | Risk assessment sourcesdraft for discussion
AMF CTF Risk assessment




[bookmark: _Hlk218774176][image: ]
[bookmark: _Toc218792689][bookmark: _Toc219294984][bookmark: _Toc219719051][bookmark: _Toc219900718][bookmark: _Toc219901420][bookmark: _Toc220049988][bookmark: _Toc225611349][bookmark: _Toc228459479]Risk Assessment 
 for 

Anti Money Laundering/ Countering Terrorism Financing (AML/CTF)
How to use this template: 
Replace or delete all text in <yellow highlight brackets> with the correct information for your practice.

[bookmark: _Toc213416417][bookmark: _Toc216964145][bookmark: _Toc218451148][bookmark: _Toc218503938][bookmark: _Toc218588167][bookmark: _Toc218588192][bookmark: _Toc218593513][bookmark: _Toc218594814][bookmark: _Toc218792691][bookmark: _Toc219900720][bookmark: _Toc219901422][bookmark: _Toc220049990]Table of contents
Overview	3
Risk assessed for client	3
Risk rating determines Customer Due Diligence (CDD)	3
1: Designated services risks	4
1.1 Designated Services - Inherent Risks	4
1.2 Designated services – Risk Factors	5
1.3 Designated services – New and emerging technologies	5
2: Client Risks	6
2.1 Clients–Inherent Risks	6
2.2 Clients–Risk Factors	6
3: Channel & Sector Risks	6
3.1 Delivery Channels –Inherent Risks	6
3.2 Delivery Channels – Risk Factors	7
3.3 Countries - Risk Assessment	7
3.4 Accounting Sector - Inherent Risks	8

Version control
Version	Date approved	Approved by	Summary of changes	Next review due
1.0	Click or tap to enter a date.	<Name of person in AML Senior manager role>		Click or tap to enter a date.
				

When we update this Risk assessment, we keep a copy of the previous version for 7 years in 2Shakes, see AML Documents. 

Your logo here        Your practice name here

draft for discussion
CLIENT CONFIDENTIAL

		1 | Small  draft for discussion




[image: ]Disclaimer: This risk assessment was developed using the AUSTRAC Accounting Starter Kit for use by 2Shakes customers. It is intended as a guide or exemplar only. You should seek independent legal advice. The information provided in this document is for general informational purposes only and is not intended to be legal, financial, or professional advice. While we strive to provide useful and accurate resources, we make no representations or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability with respect to the information contained within. Any reliance you place on such information is strictly at your own risk. Always seek the advice of a qualified professional with any questions you may have regarding a particular matter.
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[bookmark: _Toc230614595][bookmark: _Hlk210060763]Overview
Our practice has anti-money laundering and counter-terrorism financing (AML/CTF) obligations when we offer the designated services in section 6(5B) of Anti-Money Laundering and Counter-Terrorism Financing Act 2006. This document assesses our practice’s AML/CTF risks related to the services we provide, the clients and jurisdictions we deal with and the delivery channels we use to provide services.
This risk assessment informs our AML/CTF program so that the controls we have in place are proportionate to the level of risk identified. We will update this risk assessment as part of the periodic review as outlined in our policies and processes. This Risk assessment document is supported by our: 
· AML/CTF Policy document that clearly states what our practice will do and will not do. 
· AML/CTF Process document that describes how we meet the obligations of this policy for staff, systems, tools we use.
· Onboarding and AML software solution which we refer to as 2Shakes.
· Regulator (AUSTRAC) who we communicate with to report, update and align to their requirements. 
These work together to meet our obligations to:
· manage the personnel we have in AML/CTF roles (such as our AML/CTF compliance officer)
· manage and mitigate the ML/TF risks posed by our clients 
· report to AUSTRAC 
· maintain our AML/CTF program to make sure it remains effective and stays up to date as ML/TF risks change. 
Our program is based on the AUSTRAC Accountant Starter Pack, but it has been modified to reflect how our practice operates and how we use our Onboarding & AML software called 2Shakes.  Because we collect and store AML information in 2Shakes many of the paper forms in the AUSTRAC starter kit are not needed. We refer to our system use in our Program.  An overview of how this Policy fits within our program is shown in this Program on a Page diagram here.
[bookmark: _Personnel][bookmark: _Toc230614596]Risk assessed for client
When we onboard a new client, we use the 2Shakes system to record each client’s assessed risk based on this document. We record risk in 2Shakes as either:
· High risk rating – if a high ML/TF risk factor checkbox is selected in 2Shakes or if the client: 
· Requires unusual physical or unusual virtual asset transaction
· Operates under effective anonymity or has complex or unusual legal structure
· Has an unusual service request
· Appears to have profit generating offences
· Is a foreign Politically Exposed Person (PEP)
· Has unexplained wealth
· Is connected to higher risk AML Basel countries (with a score of 6 or above) 
· Medium risk rating – applies when the client has at least two medium risk factors present: 
· requiring a high value transaction
· a domestic or organisation Politically Exposed Person (PEP)
· a third party for an individual
· a charity or non-profit organisation
· based in or has connections to a medium risk AML Basel country, (Basel score of over 5 but lower than 6).
· Low risk rating – a high or medium ML/TF risk rating isn't warranted under the tests above.
[bookmark: _Toc216964147][bookmark: _Toc230614597]Risk rating determines Customer Due Diligence (CDD)
A client’s risk contributes to their CDD level and what information we collect, (more is collected at higher CDD levels). The CDD level also determines the frequency of ongoing monitoring and ongoing CDD.  We use Simplified CDD for low-risk clients, Standard CDD for a medium risk client and Enhanced CDD for a high-risk client (except for Regulated or Government entities which will be Standard CDD when high-risk).
These ratings and descriptions are used throughout the risk assessment.
	Rating
	Description 

	High
	Represents significant potential ML/TF impact, major damage or effect. Potentially involving serious money laundering, terrorism or proliferation activity. Requires strong and proactive controls: 
enhanced client due diligence (CDD) 
gathering more information about the client at onboarding (not simplified CDD)
ongoing monitoring
more frequent periodic reviews (every year).

	Medium
	Represents moderate potential ML/TF impact with a potential for adverse outcomes if controls do not appropriately manage and mitigate the risk. Controls include:
gathering more information about the client at onboarding (not simplified)
ongoing monitoring
periodic reviews every 2 years.

	Low
	Represents minor or negligible potential ML/TF impact, with limited inherent exposure which can be easily contained. Can be managed effectively through standard policies including simplified CDD on onboarding, monitoring and periodic reviews every 3 years.


[bookmark: _Toc230614598]1: Designated services risks
[bookmark: _Toc230614599]1.1 Designated Services - Inherent Risks
1.1.1 Services – In scope
Our practice offers the following designated services (in-scope services).  <Update table as needed>
	We may provide the following services
	Description 
	Vulnerabilities ML/TF Risk

	Receiving, holding, controlling or managing a person’s money, accounts, securities or securities accounts, virtual assets, or other property as part of assisting the person in the planning or execution of a transaction. 
This includes acting for or on behalf of a person in a transaction. (Item 3 of table 6 of the AML/CTF Act)  

	We have authority for some clients to make payments over their bank or securities account on behalf of the client. 
	Criminals may hide behind us to manage illegally gained funds for purchases or expenses on their behalf. 
We may (unknowingly) integrate illegal funds into the legitimate economy. 
We may (unknowingly) store value from criminal proceeds. 
Our activities may (unknowingly) obscure the origin of the money, accounts and assets through a complex transaction.

	Providing a registered office address or principal place of business address, of a body corporate or legal arrangement.
(Item 9 of table 6 of the AML/CTF Act)  

	We provide some clients who are body corporates with a registered office address or business address, instead of the address the person operates their business from. 
	Criminals can use these services to appear legitimate and make it seem like the business is operating in a different location to where it’s located.  This allows them to distance themselves from illicit activities making it difficult to identify beneficial ownership.
This service can facilitate the use of complex legal structures with ties to overseas jurisdictions.  This could help criminals launder illicit funds to high-risk countries for ML/TF use.  


1.1.2 Services – Out of scope
Our practice will never provide the following services to any client.  If we are approached to provide any of the following services, we will decline to onboard the client.
	Our practice does not and will not: 

	Assisting a person in the planning or execution of a transaction to buy, sell or transfer a body corporate or legal arrangement. This includes acting on their behalf in a transaction.
Note: This only applies where the sale, purchase or transfer relates to a controlling interest in the body corporate or legal arrangement.  (Item 2 of table 6 of the AML/CTF Act)

	Assisting in organising, planning or executing a transaction for equity or debt financing relating to a body corporate or legal arrangement. This includes acting on the person’s behalf in a transaction. (Item 4 of table 6 of the AML/CTF Act)  

	Selling or transferring a shelf company.
(Item 5 of table 6 of the AML/CTF Act)  

	Assisting in planning or executing in the creation or restructuring of a body corporate or legal arrangement. This includes acting on the person’s behalf. (Item 6 of table 6 of the AML/CTF Act)  

	Acting as a director or secretary of a company, a power of attorney of a body corporate or legal arrangement, a partner in a partnership, a trustee of an express trust, or any other functionally equivalent position on behalf of a person.  This includes arranging for another person to act in these roles. (Item 7 of table 6 of the AML/CTF Act)

	Acting as a nominee shareholder of a body corporate, or legal arrangement, on behalf of a person. This includes arranging for another person to act in these roles. (Item 8 of table 6 of the AML/CTF Act)  


1.1.3 Scope of Services in Letters of Engagement 
We have letters of engagement with each client we work with that outlines the scope of services we will provide to them along with fees, authorities and our standard terms and conditions. We use the 2Shakes system to create engagement letters that are then sent to our client to electronically sign.
From 1 July 2026 all engagement letters sent to new clients to onboard them from the 2Shakes system will outline our obligations under AML/CTF and will exclude out of scope designated services.
We routinely renew our engagement letters with clients using the 2Shakes system.  If any clients receive an out-of-scope designated service, we will update our engagement letter with them before 1 July 2026.
[bookmark: _Toc230614600]1.2 Designated services – Risk Factors
When we are onboarding new clients, we will discuss their business and the scope of services they require. Where a client requires a designated service, this triggers AML/CTF CDD in 2Shakes.  Where a risk factor below is present it is recorded in the 2Shakes system and this changes the risk rating for the client and the subsequent CDD level appropriately.
	Risk Factor
	Risk Rating

	High Value Transactions
	Medium

	Unusual Physical Transaction
	High

	Unusual virtual asset transaction
	High

	Effective anonymity 
	High

	Unusual service request
	High 


[bookmark: _Toc230614601]1.3 Designated services – New and emerging technologies
Our practice does not use Artificial Intelligence to process transactions. We do not use AI virtual assistants or chat bots. <Update this if needed>
Our 2Shakes onboarding system uses a biometric digital Identity component to remotely collect identity information from clients and verify it during onboarding.  2Shakes includes liveness test, anti-spoofing checks, document checks, fake image detection and human face analysis. The 2Shakes system protects against criminals hiding their identities by:
· Accepting government issued photo identity documents (passports or driver licence). 
· Verifying the data on the passport or driver licence using the DVS system 
· Verifying the format and integrity of the passport or driver license
· Matching the facial measurements of the person against their identity document photo.
The 2Shakes provides user access controls so that only a suitably authorised staff member can accept the CDD as complete. It requires the AML compliance officer (or other authorised staff) to visually review the biometric verification report and mark it as complete. This means that the 2Shakes system always requires a human to double check biometric identity verification results.
[bookmark: _Toc230614602]2: Client Risks
[bookmark: _Toc230614603]2.1 Clients–Inherent Risks
Our practice works with a range of client entity types that include <update to remove if needed>: 
· Individuals and Sole Traders
· Bodies Corporate
· Partnerships
· Trusts
· Associations 
· Government Bodies
[bookmark: _Toc230614604]2.2 Clients–Risk Factors
We will use the 2Shakes system to record whether any of the following risk factors apply for a client to whom we will offer a designated service to. 2Shakes includes a PEP and sanctions watchlist function that our practice will use. 
	Client Risk Factors
	Risk Rating

	Profit generating offences (i.e., apparent or known criminal activity, or where the source of wealth or source of funds cannot be explained)
	High

	PEP – domestic
	Medium

	PEP - international organisation
	Medium

	PEP – foreign
	High

	Complex or unusual legal structure
	High

	Third Party (for individual)
	Medium

	Unexplained wealth
	High

	Charities & non-profit organisations
	Medium


[bookmark: _Toc230614605]Low risk applies when no medium or high factors are present.
3: Channel & Sector Risks 
[bookmark: _Toc230614606]3.1 Delivery Channels –Inherent Risks
Our practice works with client using the following delivery channels. 
	Client Risk Factors
	Vulnerabilities
	Note

	In Person
	Manipulation of personal relationship 
	

	Email 
	Higher risk Fake/Stolen IDs
Harder to see suspicious behaviour
Email address spoofing
No Encryption for document transfer
Reliance on third party technology
	

	Telephone
	Harder to see suspicious behaviour
Phone number spoofing & voice manipulation
	

	Video conference

	Higher risk Fake/Stolen IDs
Harder to see suspicious behaviour
Potential use of AI
Reliance on third party technology
	

	Online Platforms

	Criminals deposit illegal funds with limited visibility
Higher risk Fake/Stolen IDs
Harder to see suspicious behaviour
Reliance on third party technology
	


[bookmark: _Toc230614607]3.2 Delivery Channels – Risk Factors
False and fraudulent identities. Our practice uses the 2Shakes system to manage the risk of false or fraudulent identities. 2Shakes technology has been developed to detect deep fake images and videos.  
[bookmark: _Toc230614608]3.3 Countries - Risk Assessment
Regardless of Basel score, any country on the FATF list of high-risk jurisdictions or subject to DFAT sanctions is automatically assigned a High risk rating.
Our practice will accept clients who are based in or have connections with the low risk AML Basel countries, (with a Basel score of 5 or lower). Our clients currently have connections to Australia, New Zealand and the United Kingdom <update this list to reflect the countries we work with>.
Our practice may accept clients who are based in or have connections to medium risk AML Basel countries, (with a Basel score of over 5 but lower than 6).  We may accept clients with connections to Hong Kong, SAR, China, Philippines, South Africa, India or Indonesia <update as necessary>.
Our practice does not and will not accept clients who are connected to higher risk AML Basel countries (with a score of 6 or above). <if we work with clients linked to high risk countries change this>.
	Score:
	0.00-5.00
	5.01-6.00
	6.01-10.00

	Risk rating:
	Low risk
	Medium risk
	High risk



Country connections include:
All individuals, body corporates or legal arrangements who are the client or a beneficial owner of a client. 
For individuals we determine their country of residency and the country in which they are physically located when designated services are provided. For body corporates and legal arrangements – where they were formed or registered
Any country you deal with in providing designated services to clients (such as where a domestic client requests funds to be transferred to a bank account in another country).
[bookmark: _Toc230614609]3.4 Accounting Sector - Inherent Risks
AUSTRAC have determined the risk rating for the accounting sector by considering different risk factors which may make our practice vulnerable to exploitation. This is how easily criminals could exploit our designated services to launder money, finance terrorist acts or obtain weapons of mass destruction. AUSTRAC considered whether designated services:
could be exploited to conceal the identity or source of wealth or source of funds of a person
could be easily accessed and used
could allow value to be raised, moved or stored
are known to be exploited by criminals.

Australia’s 2024 money laundering national risk assessment assesses accountants inherent risk as:
· HIGH for money laundering: When providing particular high-risk services.
· LOW for terrorism financing: Inherent risk: The use of accountants to facilitate terrorism financing is believed to be uncommon but can occur when assisting exploited NPOs or providing trust and company services.
· MEDIUM for proliferation financing: Inherent risk: Accountants are vulnerable to exploitation by criminals engaging in proliferation activities when helping create corporate structures which distance them from illicit funds. 
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