AML/CTF Processes
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When we update these processes, we keep a copy of the previous version for 7 years in 2Shakes, see AML Documents.
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This document is part of our AML/CTF program, see AML Program on a Page. It steps through how we will implement our AML/CTF activities into our standard operating procedures (SOPs) so our practice meets our anti-money laundering and counter-terrorism financing (AML/CTF) obligations. It applies to all designated services we provide in Australia, even if client is overseas. We incorporate AML/CTF as part of our onboarding and client renewal process using our cloud AML and onboarding platform 2Shakes. This document links to the 2Shakes support website to provide additional system steps and the relevant AUSTRAC Accountants Starter kit forms where relevant.
[bookmark: _Toc230702552][bookmark: _Toc229575547]AUSTRAC 
If appropriate we may use the following forms from AUSTRAC’s Accounting starter pack.
	Staff Forms 
Personnel due diligence form
Personnel due diligence for AML/CTF compliance officer  
Personnel due diligence where the compliance officer and governing body are the same person
	Program Maintenance Forms 
Maintain your AML/CTF program form
SMR effectiveness check
Compliance officer and senior manager effectiveness check
Client onboarding effectiveness check
Enhanced CDD effectiveness check
TTR effectiveness check
CBM effectiveness check
Periodic effectiveness testing summary
Independent evaluation response

	Client Monitoring Forms 
Trigger event review and update form
Unusual activity report review form.
	

	Guidance 
Determining Ownership & Control
Identifying Individuals-who don’t have standard ID



[bookmark: _Toc230702551]Terms & Abbreviations
For conciseness we use terms and abbreviations in this document as defined in our AML/CTF Policy.
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[bookmark: _Toc230702554]Search the ABN
	Step
	Actions

	1. 
	Clients Sign up List 
We search the ABN register using 2Shakes for each client entity we onboard to pull the ABN number, name, and business names into our agreements, see Client Sign Up List.  
If multiple entities (like companies, trusts or partnerships) are parties on the same agreement a new ABN search is done for every non-Individual entity.

	2. 
	Non ABN registered entities 
If we cannot find the entity on the ABN register (for example a trust or partnerships without an ABN) it will be added manually and we will seek an alternative source of evidence of existence, see the Entity Type, Existence and Binding Powers section below.
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	Step
	Actions

	1. 
	Services, Fees, T&Cs & Authorities
We capture the scope of services, fees, T&Cs and authorisations needed for the engagement in the 2Shakes onboarding flow, See Client Sign Up.

	2. 
	Will AML/CTF apply?
If we provide a client an AML/CTF designated service, (as described in our Risk Assessment) we tick the Will AML apply tick box in 2Shakes to open the AML CDD section.

	3. 
	If AML/CTF does not apply
If we do not provide designated services, we continue the sign up without AML/CTF checks.
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	Step
	Actions

	1. 
	Who we identify 
To verify the identity of client (if they’re an individual), anyone representing the client and all beneficial owners of the client we add them to the People for Identity Verification table in 2Shakes.  We perform PEP, sanctions and adverse media checks as part of our identity verification process. 

	2. 
	Clients 
All people from the client sign up list are automatically added to the list of people for identity verification (i.e. main signer and any individuals or sole traders). These parties will not be removed.

	3. 
	Representatives (Reps)
Anyone who is representing the client or is acting on behalf of someone, or anyone the client is acting for will be added here as people for identity verification.  

	4. 
	Beneficial Owners (BO)
We refer to the Entity & Info button in the CDD section of 2Shakes for guidance on who to add to the People for Identity Verification table. We will add as beneficial owners everyone who is in effective control (through decision making or influence), who own more than 25% of shares, hold more than 50% of voting rights, or who determine financial or operational decisions (e.g. CEO, managing director). To do this we will consider: 
The entities, ownership and people listed in the documents we receive that prove evidence of existence and binding powers, (see below)
If we need to request our clients to provide a document or flow chart showing list of all people and entities who either own or controlled the parties to our agreement. 
If the entity is Regulated or a Government organisation.
All documents collected will be stored in 2Shakes, see Notes and Files.

	5. 
	Complex Beneficial Owners 
If the client has a difficult or complex control structure and/or beneficial ownership we record our understanding of the control structure, and/or beneficial ownership of the client in 2Shakes, see Notes and Files.  Our CO will then:
Follow the guidance on AUSTRAC’s Determining Ownership & Control webpage.
Work through all levels of ownership to determine all required beneficial owners to add them to the 2Shakes People for Identity Verification table
Record their understanding of the complex ownership structure, steps taken, any issues or barriers and or decisions made in 2Shakes, see Notes and Files
Identify if the ownership or control includes nominee arrangement, off-shore entities of complex ownership. If so, they will record this, seek further information and update the risk level appropriately. 
If no beneficial owners can be identified, or if none exist, our CO will identify and verify the CEO (or equivalent senior officer) and record the steps they took to identify beneficial owners, along with the reason why they couldn't be established.
Ensuring sufficient due diligence is done before concluding the AML/CTF assessment.

	6. 
	No Identified Beneficial Owners
If no beneficial owners can be identified or if none exist our CO will identify and verify the CEO (or equivalent senior officer) for the client.  They will record the steps taken to identify beneficial owners, along with the reason why they couldn't be established in 2Shakes, see Notes and Files.

	7. 
	Manual ID 
If the client does not or cannot use the 2Shakes Biometric identity verification we will set them to manual IDV in 2Shakes.  We will follow AUSTRAC’s advice on Identifying Individuals-who don’t have standard ID web page.


[bookmark: _Toc229575550]The table below details common beneficial owners for each entity type. 
	Entity type
	Beneficial owners

	Body corporate
	directors/board members
individuals who own more than 25% of shares 
individuals with more than 50% of voting rights
individuals who determine financial or operational decisions (e.g. CEO, managing director)

	Partnership
	individuals holding 25% or more of partnership interests
individuals who exercise control over the management, operations or finances of the partnership
individuals with more than 50% voting rights
general partner in a limited partnership (or the individual who owns or controls the general partner)

	Trust
	all trustees who are individuals
for a corporate trustee, individuals who own or control the trustee
any settlors (if they can exercise control)
any appointors, protectors, controllers or other individuals with control over elements of the trust
Unit trust:
any individuals holding 25% or more of units
Discretionary/family trust:
individuals (beneficiaries) entitled 25% or more of distributions, if identifiable
Bare trust:
the beneficiary

	Association
	all Responsible People, including members of the governing body, or those directing or guiding the strategic direction of the charity
any other individual with authority to direct decisions, access funds or control management and decision making

	Government body
	individuals with primary responsibility for governance and executive decisions (for example, CEO, department secretary, board of commissioners)
authorised signatories
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	Step
	Actions

	1. 
	AML/CTF Entity Type Required
We will determine an AML/CTF entity type for each client (i.e. every party to the agreement) and record it in 2Shakes, see AML CDD.  

	2. 
	Confirm AML/CTF Entity Type 
We will click on the AML Info button against each party to see a pop-up box to:
· View ABN data: The ABN number, ABN entity type, and all ABN business names displays if we successfully used the ABN search, see the ABN process above.
· Confirm AML/CTF entity type: We use the drop down to confirm the AML entity type, (for example Individuals, Sole trader, Partnership, Company, Other Body Corporate, Incorporated Association, Trust, Regulated or Government Bodies). 
· Add other known names:  If relevant we will record here any other entity names.
· Review help: Entity specific help guides us to the additional information needed.
NOTE: If we are unable to determine an entity type at this stage, we can select this later. 

	3. 
	Existence & Binding Powers 
When we have the information/evidence required for the entity type to show Evidence of existence & Binding Powers we use the check box in 2Shakes to record this. 
The AML Entity pop up provides guidance on the different information required for different entity types and situations. We request original documents (or reliable copies and extracts) of things such as:
a company extract (lists directors and shareholders)
a partnership agreement
a trust deed
an existing ownership and control chart certified by a qualified professional (including a solicitor or certified practicing accountant).
See our AML/CTF Polic for how we appropriately collect and manage documents.

	4. 
	AML Not Required
Some multiple entities agreements can include a mix of those who will and those who will NOT receive an AML/CTF designated service.  If AML/CTF does not apply to one or more of the parties or entities, then we select CDD Not required in the drop-down list to record this. We can use Notes and Files to record why you decided that AML/CTF did not apply. 
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	Entity type
	Suggested documents

	Body corporate
	the company extract or annual statement indicating all shareholders and persons with control (or foreign equivalent)
a copy of the constitution, charter or rules (or equivalent document)
ownership and control charts, if available

	Association
	an extract from a register of incorporated associations (if relevant)
a distribution(s) of member statements
the constitution or rules
governance chart, if available

	Partnership
	a copy of the partnership agreement and any amendments or variations
partnership structure charts, if available

	Trust
	the trust deed (or relevant extracts) and any deeds of variation
a disclosure certificate that verifies information about the trust 
letters or documents from an independent professional services firm, such as lawyer or accountant for the trust (not the trustee)

	Government body
	list of individuals with governance responsibility (for example, board, CEO, secretary)
organisation charts, if available
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	Step
	Actions

	1. 
	Each entity receiving AML/CTF services undergoes a risk assessment in line with our practice’s AML/CTF Risk Assessment.  The risk level informs the CDD level we set. 

	2. 
	Low Risk
If no risk factors are found the risk level is low and will default to Simplified CDD. 

	3. 
	Medium Risk If any of the medium risk rating conditions in our practice’s risk assessment apply the risk level is changed to Medium. Note: Medium risk defaults to Standard CDD.  

	4. 
	High Risk
We select high risk if any of the high risk factor shown in 2Shakes or in our Risk assessment apply, as per AML CDD. Note: High-risk default to Enhanced CDD apart from Government or Regulated entities which are Standard CDD). See Escalation, High Risk & Enhanced CDD section below. 

	5. 
	Risk Assessment Notes
After selecting the Risk Level for each entity, go to the Risk Assessment tab and record the reason the risk level was selected.  Note: The Risk and CDD level selected can be updated later as further information is collected.  For example if a PEP hit occurs.  

	6. 
	Risks not in our Risk assessment
We escalate all AML CDD to our CO. If a client requests something not covered by our Risk Assessment (i.e. different designated services, new delivery channels, new countries or with technology not covered by our Risk Assessment) the CO will:
Seek senior management/governance approval
Record the decision and rationale in 2Shakes, see Notes and Files.
Decide if they will update our Risk assessment, see Maintain Risk Ratings below. 
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	Step
	Actions

	1. 
	Client Description 
We will record the nature of the client in the Nature and Purpose tab in 2Shakes see AML CDD.  This includes things like:
· their type of business, the industry, indicative turnover, staff employed, etc.
· the geographical region they operate in or any countries they connect to etc. 
We capture information so when monitoring our customers for OCDD we can gauge what is ‘normal’ versus unusual behaviour. 

	2. 
	Purpose 
We will record the purpose of our business relationship.  Why they’re requesting a service and what they will do with the services provided
We record if we consider these to be consistent with what we would normally expect to provide to this type of client. 

	3. 
	Further information? 
If the nature of the transaction DOES NOT appear consistent with what we expect we record and escalate to our CO.  

	4. 
	Usual?
Our CO will gather further information to establish if the transactions are legitimate (websites, social media or other sources). If they do not establish legitimacy, they will tick unusual service request risk factor on the AML CDD tab.
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	Step
	Actions

	1. 
	Once we have updated as many of the AML fields as we can on the AML page we proceed, see Parties and Signatories.  Note: You will be warned of any fields that are required for AML/CTF that are not completed.  You can proceed past this warning to complete these fields later.

	2. 
	Select who signs 
People signing the agreement will be displayed and the signing method, email, role and IDV type will be entered or updated.  

	
	People for Identity Verification (only)
Anyone who was added to the People for Identity Verification on the AML page, who are not signing will display. Email and IDV type will be entered or updated.  

	3. 
	Additional documentation requests
You can request specific additional documentation from clients when they sign the agreement.  Any documents someone uploads when they sign are stored in 2Shakes, see Notes and Files. 
Note: We only seek additional information for higher risk customers to only capture client information when it is needed in line with the Privacy Act 1988.
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	Step
	Actions

	1. 
	Dashboard 
The status of all agreements can be seen at any time in 2Shakes, see Dashboard. By clicking on the client’s name, you can see the management screen to see more information.

	2. 
	Management
We use the management screen to see the status of each agreement.  All information collected is shown against each individual along with all CDD information collected.  As additional information is received the CDD section can be updated, and additional records uploaded.

	3. 
	Notifications 
We are sent notifications as each person signs or completes identity verification the information they provide with the results of verification can be seen in 2Shakes, see Agreement Management.  

	4. 
	Only CO completes CDD
When all required checks and information is collected only our CO can change the status to CDD complete in 2Shakes, see Complete CDD. Note: Only staff who are flagged in 2Shakes with Compliance officer user access can complete CDD.
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[bookmark: _Toc230702563]Completing Customer Due Diligence 
	Step
	Actions

	1. 
	CO completes CDD
Only staff with CO access have access rights in 2Shakes to Complete CDD.  For our practice the CO is responsible for approving all AML CDD. This means that EVERY client we perform AML CDD on is escalated to our CO.
The CO reviews all information captured, the results of all ID verification checks, PEP, sanctions and adverse media checks and view all documents and notes saved in the system. 
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	Step
	Actions

	1. 
	High Risk – seek approval to proceed
When a client is assessed as high risk (or we make a SMR) our CO will:
Ensure that the CDD records in 2Shakes correctly records the details of the client AML/CTF entity type and the reason for the high risk rating, the ML/TF risk factors or indicators of criminal or unusual activity, how they were determined and the date identified.
Determine if there appears to be unusual activity.  They will record their review and may complete and upload AUSTRACS Unusual activity report review form to record their decision.
Request approval from senior manager/governing body to continue. 

	2. 
	Record approval
If we decide to proceed with onboarding a high risk or a client for whom an SMR has been filed the CO will:
ensure that we note the rational for this decision in 2Shakes, see Notes and Files.
Ensure we collect SoW/SoF for the client.

	3. 
	Source of Wealth / Source of Funds (SoW/SoF) 
When Enhanced CDD applies 2Shakes will display a SoW/SoF check box. We will use this to record when source of wealth or funds is successfully collected, see Enhanced CDD.

	4. 
	Request evidence from client 
We can ask for this evidence from those signing, see the Request Identity and other information section above. This request follows our Tipping off policy.

	5. 
	Information types
Examples of SoW/SoF can include:
· Salary or wages: Payslip summary or employer letter confirming employment and salary details
· Sale of a property: Sale record or title deed from the sale of property
· Deceased estate (a letter from the executor of an estate confirming the distribution of assets to the customer as inheritance
· Signed letter from the client’s certified practicing accountant confirming their source of funds
· Reliable and independent online sources such as government databases and credible media reporting 
Our CO reviews all SoW/SoF documents and records their assessment in 2Shakes, see Notes and Files.  
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	Step
	Actions

	1. 
	Suspicious Matters 
Our CO submits Suspicious Matter Report (SMR) to AUSTRAC if they determine reasonable grounds to suspect: 
· Client funds originated from criminal activity, appear inconsistent or unusual or cannot fully be linked to legitimate sources.
· Information received may be relevant to an offence or proceeds of crime laws
· A client, future client or their agent isn’t who they claim to be
· A person is planning an ML/TF offence using a designated service. 

	2. 
	SMR Reporting
Our CO informs senior manager/governing body before submitting an SMR: 
within 24 hours, if the suspicion relates to terrorism financing
within 3 business days, for any other suspicion. 
We do not inform clients when SMR are required or have been made.

	3. 
	SMR Approval to onboard 
The CO will seek senior manager approval to onboard the client.  If approval is given the CO is responsible for ensuring that enhanced CDD is completed and recorded in 2Shakes.

	4. 
	SMR Off-boarding
If we decide to off board the client, we will follow our tipping off and off boarding policies.

	5. 
	Cross-Border Movements (CBM)
If we identify any international movement of physical currency or bearer negotiable instruments (BNIs), or a combination, valued at $10,000 or more (or the foreign currency equivalent) we record it in 2Shakes, see notes and file.
When our CO reviews a client CDD and they identify any international movement of physical currency or BNIs (or a combination) valued at $10,000 or more (or the foreign currency equivalent), they will submit a CBM report via AUSTRAC Online within:
5 business days (for physical currency or BNIs received from overseas)
before any physical currency or BNIs are sent oversea, (i.e. before passing through customs when physically carrying currency/BNIs in or out of Australia Before mailing or shipping currency/BNIs in or out of Australia)

	6. 
	Threshold Transaction Reports (TTR)
If a transaction involves physical currency of $10,000 or more (or the foreign currency equivalent) we recorded this in 2Shakes, see Notes and Files.
Our CO will report transactions involving $10,000 or more in physical cash (or equivalent foreign currency) by submitting a TTR to AUSTRAC within 10 business days after the transaction took place.
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	Step
	Actions

	1. 
	PEP sanctions and adverse media 
We use 2Shakes to complete a PEP, Sanctions and Adverse media check for each person listed for identity verification.  Our CO reviews these results when they confirm Identity Verification. If the person’s name and date of birth matches this shows as a ‘PEP hit’. 

	2. 
	PEP hit
The CO will validate if the PEP, Sanctions or Adverse Media hit is likely to be genuine, see PEP Sanctions and Adverse Media hit.  They will store a copy of the PEP hit report against the client in 2Shakes, see Notes and Files and will record if it is either a:
domestic PEP
a foreign PEP
an international organisation PEP
a related person of a domestic, foreign or international organisation PEP
Sanctioned
Adverse Media.

	3. 
	Domestic or International Organisation PEP or related person
The CO will confirm a medium risk and standard CDD level is set.

	4. 
	Foreign PEP or related person
The CO will confirm a high risk and enhanced CDD level is set. They will report the PEP to senior management. If they decide the practice will still work with the client, the CO will ensure enhanced CDD is completed.  

	5. 
	Sanctions Hit
See the AUSTRAC Sanctions Check Process. 

	6. 
	Adverse Media
Review the adverse media hit report and consider if the context and relevance of the alleged offences could generate significant profits from money laundering, fraud or corruption, financial crimes, drug trafficking, people smuggling or other serious or organised crimes.
If the CO determines the person has allegedly committed a significant profit-generating offence or there is another significant finding from adverse media, they will increase the risk level of the client appropriately and consider if they are required to submit a suspicious matter report to AUSTRAC

	7. 
	Record decision 
If our CO confirms the PEP hit, they will either record that senior management approval to continue with the client has been given, or if the client should be offboarded. as per our Policy. If a sanctions hit is confirmed we will immediately inform management, stop all activity and freeze any client assets under our control and report it to the police.

	8. 
	Report Hits
If a PEP or Sanctions hit is confirmed refer to the DFAT website for guidance on how to deal with sanctioned individuals or entities.  Notify sanctions hits to the Australian Sanctions Office and Australian Federal Police.
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	Step
	Actions

	1. 
	When we do OCDD
We manage and mitigate our client’s ML/TF risks from the moment they approach us for a professional service, or we offer a professional service to them, and throughout the course of our business relationship. 
While we are in a business relationship with a client, we will complete ongoing CDD when:
· When Monitoring triggers a possible change in risk. 
· When they are identified as due in our Ongoing CDD report
· We renew client agreement
Note: we don't perform periodic reviews on clients after our practice relationship ends.

	2. 
	Monitoring
We monitor client’s behaviour, transactions and interactions during our normal course of business. If any of the following occur, we record it in 2Shakes, (see Notes and Files) and immediately escalate behaviour and service to our CO to undertake OCDD or to report it:
· Unusual transactions (see Risk Assessment)
· Requests for services that alter the risk rating (i.e. requesting a high-risk service)
· Transactions of over $10,000 in physical currency.
· Cross border movement of currency or bearer negotiable instruments valued over $10,000
· all other situations in our escalation and enhanced CDD policy
Note The higher the client’s ML/TF risk, the more closely we monitor them. 	

	3. 
	Ongoing CDD report 
Our CO uses 2Shakes to identify clients due for ongoing CDD, see OCDD.
High risk client – Every 12 months from the date initial CDD was completed.
Medium risk client– Every 2 years from the date initial CDD was completed.
Low risk client– Every 3 years from the date initial CDD was completed.

	4. 
	Client Renewals
We periodically update our agreements with clients to ensure our services, fees and authorities are up to date in 2Shakes.

	5. 
	Ongoing CDD
Our CO will perform OCDD and record their check, they use 2Shakes to:
· Reassess their ABN records
· Review the Identity information and redo PEP checks 
· Review the nature and purpose information against the client’s actual behaviour and services, to confirm it is consistent with where our client is located, the reason our client is using your services, their occupation or activities.
· Reassess the risk rating 
The CO will record notes of the OCDD in 2Shakes, see Notes and Files.

	6. 
	 Change to People for Identity Verification
Our CO will use 2Shakes to perform and record the client verification when:
· Additional people need identity verification (change in ownership, directors, management etc.)
· Identity needs to be refreshed (i.e. an expired driver license).

	7. 
	Change to Risk or CDD level
If our CO determines that Enhanced Due Diligence (EDD) applies, it will be completed as described in the Escalation, High Risk & Enhanced CDD section above before any designated services are offered (in line with the Tipping off Policy).
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	Step
	Action

	1. 
	Go to the AUSTRAC website to enrol and register  If you’re starting a new application, select Sign up to enrol a new practice. If you’re continuing an existing application, sign into your AUSTRAC Online account.

	2. 
	Complete the AUSTRAC Practice Profile Form. 
Submit the form to AUSTRAC through AUSTRAC Online no later than 28 days after the day you start providing a designated service from 1 July 2026. For practices that provide a designated service on 1 July 2026, this will be no later than 29 July 2026. 
Save the confirmation message, completed form and related correspondence in the compliance records folder.
Notify the governing body that enrolment is complete, unless our CO is also the governing body.

	3. 
	If we need to update AUSTRAC enrolment details we sign into our AUSTRAC Online account and follow the instructions in AUSTRAC Online to update your enrolment details.

	4. 
	Update the AUSTRAC practice profile with new or changed information on: 
designated services or the practice – within 14 days of any relevant change
the earnings of the practice for the preceding 12 months – within 14 days of any change.
Save the confirmation message, completed form and related correspondence in 2Shakes, see AML Documents. 
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	Step
	Actions

	1. 
	Register as contact
Our CO will list themselves as the contact person through AUSTRAC Online and subscribe to AUSTRAC guidance updates and AUSTRAC InBrief.  Any communication received from AUSTRAC not sent directly to our CO will be forward to them as soon as practicable.

	2. 
	Review Communications
Our CO will review the communication and determine if it’s relevant to our practice risks.  If no updates are needed our CO will store AUSTRACs communication and record that it was considered and the reason no updates are needed in 2Shakes, see AML Documents. This process is then complete.

	3. 
	Update (if needed) 
If updates are needed the CO will draft proposed changes and will:
· record the communication in 2Shakes, see AML Documents.  
· submit proposed changes to the senior manager for approval or feedback. If the proposed changes are rejected they will record the reasoning and make further updates until the changes are approved. 
· Once approved, the CO will update the relevant documents, and systems and controls and make sure updates are published and accessible to personnel. The CO will provide communication and training to personnel if required.
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	Step
	Action

	1.  
	Annual Review Report 
Our CO completes an annual review of our AML/CTF program using AUSTRAC’s Annual report to the governing body form with data from 2Shakes, see AML Reporting. This report includes:
Their assessment of whether our polices are fit for purpose or the areas requiring review or enhancement. They determine our overall risk exposure relative to our Risk Assessment and our confidence in our AML/CTF programs effectiveness 
All attachments referred to in the report, such as ML/TF risk assessment updates, updated policies or process documents, any independent evaluation reports, copies of AUSTRAC communications. We store all copies of these documents in 2Shakes, see AML documents.
Our CO completes the declaration to confirm the information is accurate and complete.

	2. 
	AUSTRAC Notification
Our CO has scheduled a reminder at the start of each calendar year to check that their contact email is up to date in AUSTRAC Online (so they will be notified of the compliance report. When notified by AUSTRAC, they review the compliance report preview questions to prepare.

	3. 
	Report to AUSTRAC 
When the reporting period opens on 1 January our CO will determine what information is needed and gather it to complete the report questions. 
Our CO will review and submit the report, checking the report for accuracy and completeness to AUSTRAC by 31 March via AUSTRAC Online. They will upload a copy to 2Shakes, see AML documents and provide a copy to the senior manager/governing body.


[bookmark: _Toc230702572][bookmark: _Toc229575570]Maintain risk ratings 
	Step
	Actions

	1. 
	Countries for our Client List
Our CO will periodically review our client list in 2Shakes, see Dashboard to identify all countries our clients or their beneficial owners are connected to. 
If there are any countries identified that are missing from the Countries section of our Risk assessment the CO will draft an update to it.

	2. 
	Reassess country risk ratings
Our CO will use the following to determine the risk rating of all countries in our Risk Assessment:
The Basel AML Index website Index score
The list of countries identified as high risk by the Financial Action Task Force (FATF)
The countries subject to sanctions by Department of Foreign Affairs and Trade (DFAT).
Our CO will draft any updates needed to correct the risk ratings of countries in our Risk Assessment.

	3. 
	High Risk Countries
Our practice does not work with high risk countries. We will generally treat countries not listed on the Basel AML Index as high risk.  So, if a client relates to a country where the risk changes to high our CO will request a senior management decision to continue to engage or to off board them.
If we decide to continue to be engaged with the client, we will renew our agreement with them in 2Shakes and change our scope of services. We will remove all designated services to make them a non AML/CTF client.

	4. 
	Inherent risk and risk ratings
Our CO will identify the risk – an inherent risk or risk factor requiring reassessment, re-rating or adding to the Risk assessment may be identified:
before you provide a new or changed designated service
before a significant change occurs to a delivery channel, client type or country 
with changes in new or emerging technologies
during periodic reviews
as part of an independent evaluation
through AUSTRAC communications, updates to the national risk assessments (NRA) and other risk products

	5. 
	Review AUSTRAC NRA and FATF guidance
Our CO will identify if the inherent risk has already been rated in AUSTRAC’s most recent Money Laundering (ML) and Terrorism Financing (TF) National Risk Assessments NRAs. 
They will adjust the risk rating to reflect the level of exposure our practice may have to that inherent risk or risk factor when providing designated services. 
If the risk isn’t covered in a recent NRA:
search the AUSTRAC website for relevant information
check reliable international sources, such as FATF guidance materials, for additional risk insights.
When rating the risk, consider if the risk may assist criminals in any of the following when using your services:
concealing the identity, source of wealth or source of funds of a person
making it easier to access and use
allowing value to be more easily raised, moved or stored through your services
otherwise, allowing your services to be exploited for the purposes of ML/TF.

	6. 
	Update (if required) 
If required, the CO will draft an update to our risk assessment. This update will include what controls we will apply to reduce or avoid exposure to the risk. For example, we might limit services to clients, not onboard clients, offboard existing clients, or perform more frequent monitoring and ongoing CDD.  

	7. 
	Approval
The CO will seek senior management approval and upload the finalised document in 2Shakes, see AML Docs.

	8. 
	Communicate change
Once updates are approved, communicate changes to all affected personnel as soon as practicable and provide training if required. We keep the previous version of the risk assessment for at least 7 years from the date of the change.


[bookmark: _Toc229575572][bookmark: _Toc230702573]Identify personnel process (staff vetting)
	Step
	Actions

	1. 
	Personnel due diligence 
We use the AUSTRAC starter kit forms for Personnel due diligence as outlined in our AML/CTF Policy.

	2. 
	Staff biometric ID, PEP, Sanctions and Adverse Media
All staff with an AML/CTF role will complete biometric Identity verification in 2Shakes, see Personnel Due Diligence.  This:
captures and verifies their names, date of birth, residential address, license or passport number and its expiry date, a photo of their ID document and a photo of their face. 
Verifies identity document with the Document Verification Service (DVS).
Does a comprehensive biometric facial match and document checks.
Completes a PEP, sanctions and adverse media check.

	3. 
	Senior management approval 
The CO will review ID checks and seek senior management approval. If any additional identification documents are required to resolve any inconsistency, they will record these in 2Shakes, see AML Documents.

	4. 
	Personnel PEP hit 
If the staff member has a PEP, Sanctions or Adverse Media hit that is validated.  We will treat this as a factor that may affect their suitability to hold a particular AML/CTF role.
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Independent evaluation process
	Step
	Action

	1. 
	Appoint 
We will appoint a qualified and independent evaluator as per our AML/CTF policy. We will provide the evaluator with auditor access to 2Shakes, see AML audits. This access allows them to see our AML documents and all client AML CDD records.

	2. 
	Evaluation report 
The evaluator will:
review the AML/CTF program against legal obligations and effectiveness, providing a written report with findings and recommendations.
submit the report for senior manager/governing body approval.
If there are no adverse findings once the evaluation is completed, go to Close below.

	3. 
	Adverse findings acceptance
The CO will use the Independent evaluation response form to address any adverse findings. If findings:
aren’t accepted – document the rationale in writing
are accepted – develop an action plan.

	4. 
	Action plan
Senior manager/governing body develop and document an action plan that categorises findings, assigns each finding to an appropriate personnel member, defines actions, timelines and responsibilities. 

	5. 
	Implement Actions
Our CO will ensure that our practice implements action items and record actions using the Maintain your AML/CTF program form  
Follow the action plan to make updates to the AML/CTF program.
Submit the updated AML/CTF program to the senior manager for approval.
Implement approved updates and provide personnel training if required.
Save evaluation reports, action plans, forms and correspondence in the compliance records folder.

	6. 
	Test implemented actions 
The implemented updates will be tested to confirm they’re effective.  This will be included in the annual report to the senior manager/governing body. If updates are ineffective a further action plan will be developed.

	7. 
	Close 
If there are no adverse findings once the evaluation is complete, and if all findings have been addressed the CO will close the evaluation process.  The CO will save all records in 2Shakes AML documents and add the next evaluation due date in a compliance calendar 
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